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1 Introduction

1.1 About the attack
e Sender/Team: Mélissa Rossi
e Institution: Thales, France
e Language: C++
e Operating system: Linux

e Attacked subkey: 0

1.2 About the evaluation
e Date of evaluation: July 2016
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10 0.00
20 0.00
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100 0.00
200 0.88
300 1.00
400 1.00
500 1.00




Partial Success Rate

Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #1

T T ﬂ \HH‘ T T
Ul
I
L
i
i i 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Success Rate for Subkey Byte #2
T T T T T T T T T
T
W
]
‘ u
I
i i 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500

Number of traces



Partial Success Rate

Partial Success Rate

Partial Success Rate for Subkey Byte #3

1 F T T "“ T T T T T T
0.6 _
04 E
0.2 E

0 1 1 1 1 1 1 1 1 =

0 50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Success Rate for Subkey Byte #4
1 ~ T T T I“‘ T T T T T
’_1
]
|
||
u
|
A
0.6 H E
I
U
H
0.4 _
\
/
|
|
\
0.2 ‘ E
|
0 1 1 ) 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #5

1 1 1 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Success Rate for Subkey Byte #6

T T r T T T T T T

\

\
1 1 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #7

T T T T T T T T T

g 4
|
1 1 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Success Rate for Subkey Byte #8
T T T T — T T T T
|
|
r
e il
|
’_1
|
[
J
‘\ -
[
I/
L
| i
|
i i 1 1 1 1 1 1 1 -
50 100 150 200 250 300 350 400 450 500

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #9

|
]
|
i -
I
1 1 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Success Rate for Subkey Byte #10
R
‘ LH_“| u
1 1 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #11

T T T W—‘\W T T T T
T
V
i i 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Success Rate for Subkey Byte #12
T T T T T T T T T
w
‘ﬂ
|
|
o 4
|
i i 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #13

T T T T T T T T
[

50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Success Rate for Subkey Byte #14
T T T T “‘ T T T T T
r
| |
|

i i 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500

Number of traces

10



Partial Success Rate

Partial Success Rate

Partial Success Rate for Subkey Byte #15

TF ' ' ' Ny
I
M
W
fl
HW
0.6 |- i B
|
F
os | | -
0.2 E
!
0 1 1 1 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Success Rate for Subkey Byte #16
T T T —
Bl UL
w
0.8 _
0.6 _
0.4 i
0.2 E
0 1 1 1 1 1 1 1 1 =
50 100 150 200 250 300 350 400 450 500

Number of traces

11



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Bytes #1 to #8

——
I
I [ _
I
ﬂ
|
i i 1 1 1 1 =
0 50 100 150 200 250 300 350 400 450 500
Number of traces
01 — 02 03— 04— 05 06 07 — 08 ———
Partial Success Rate for Subkey Bytes #9 to #16
= T T
i i 1 1 1 1 1 1 =
0 50 100 150 200 250 300 350 400 450 500
Number of traces
09 — 10 11— 12 —— 13 14 15— 16 ———

12



001 | 00T | 00T [ 00T |00t [00T]00T 001|001 ][00T] 00T |00 ][00T]00T]00T[00T][00T]00T[00T ] 008
00T | 00 | 00T [ 00T |00 [00T[00T [ 00T |00 [007T][00T |00 [007T[00T |00 [00T|00T|00T|00T | 00F
00T | 00T | 00T [ 00T |00 [00T]00T 00T |00T]|00T]00T |00 ]00T]00T]|00T[00T][00T]|00T[00T ]| 00€
£60 | 00T | 880 | ¥6°0 | #6°0 | #6'0 | 00T | 00T [ 00T [ 00T | ¥6°0 | 880 | 00T | 00T | 00T | #6'0 | 00T | 00T | 00T | 002
100 | 90°0 | 000 | 000 [ 90°0 | 00°0 | 000 [ 000 [ 000 | 000 | 000 | 000 | 00°0 | 000 [ 90°0 | 00°0 | 000 | 00°0 | 00°0 | 00T
100 | 900 | 000 | 000 [ 90°0 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 90°0 | 00°0 | 000 | 00°0 | 00°0 | 08
100 | 90°0 | 000 | 000 [ 90°0 | 00°0 | 000 [ 000 [ 000 | 000 | 000 | 000 | 00°0 | 000 [ 90°0 | 00°0 | 00°0 | 000 | 00°0 | OF
100 | 900 | 000 | 000 [ 90°0 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 90°0 | 00°0 | 000 | 000 | 000 | 0F
100 | 900 | 000 | 000 [ 90°0 | 000 | 000 | 000 | 00°0 | 000 | 000 | 000 | 000 | 000 | 90°0 | 00°0 | 000 | 000 | 00°0 | 0T
100 | 900 | 000 | 000 [ 90°0 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | 90°0 | 000 | 000 | 000 | 00°0 | OT
weapy | xepy | urpy 9L LSt L vt [ et [ et [ o lor |60 [ 80| 20 [90]c [50[e[el[10]g,,

4g / 9yey SSo00Ng [enteJ

13



Partial Guessing Entropy

Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #1

0 50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Guessing Entropy for Subkey Byte #2
N T T T T T T T T ]
| ) V| B ””V ] ] ] ] ] I V ]
0 50 100 150 200 250 300 350 400 450 500

Number of traces

14



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #3

0 50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Guessing Entropy for Subkey Byte #4
N T T T T T T T T ]
M
0 50 100 150 200 250 300 350 400 450 500

Number of traces

15



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #5

0 50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Guessing Entropy for Subkey Byte #6
N T T T T T T T T ]
| ) 1 1 1 1 1 1 I V ]
0 50 100 150 200 250 300 350 400 450 500

Number of traces

16



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #7

50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Guessing Entropy for Subkey Byte #8
T T T T T T T T ]
\ 4
|
q
\
'
MY
I
| I |
|
U
g
1 1 1 | L | Il Il Il Il
50 100 150 200 250 300 350 400 450 500

Number of traces

17



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #9

0 50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Guessing Entropy for Subkey Byte #10
N T T T T T T T T ]
1 1 | | | | | | V ]
0 50 100 150 200 250 300 350 400 450 500

Number of traces

18



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #11

0 50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Guessing Entropy for Subkey Byte #12
N T T T T T T T T ]
| ) 1 1 1 1 1 1 I V ]
0 50 100 150 200 250 300 350 400 450 500

Number of traces

19



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #13

0 50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Guessing Entropy for Subkey Byte #14
N T T T T T T T T ]
| ) 1 1 1 1 1 1 I V ]
0 50 100 150 200 250 300 350 400 450 500

Number of traces

20



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #15

1 1 Il
0 50 100 150 200 250 300 350 400 450 500
Number of traces
Partial Guessing Entropy for Subkey Byte #16
N T T T T T T T T ]
| ) V| Il 1 1 1 ] I V ]
0 50 100 150 200 250 300 350 400 450 500

Number of traces

21



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Bytes #1 to #8

! ! 4 L L L L L
0 50 100 150 200 250 300 350 400 450 500
Number of traces
01 — 02 03— 04— 05 06 07 — 08 ———
Partial Guessing Entropy for Subkey Bytes #9 to #16
r T T T T T T T T ]
0 50 100 150 200 250 300 350 400 450 500
Number of traces
09 — 10 11— 12 —— 13 14 15— 16 ———

22



ot ot Jor Jor ot [or[or[or[or[or]or|or|[or|or|or]|or]|[or]|or[or[oog
ot [ or | or ot ot ot | ot | ot |[or|or|or|or|or|or|or|or|or | or| oL [ooF
ot [ or Jor Jor ot |or|[or|or|[or|or|or|or|or|or|or]|or|or]|or|or|oo
81 | ez | or | zr | vr [ vt [ ot [ ot [ or [ or | 21 ez | or | or | ot | st [ o1 | o1 [ o1 [oo0z
0'FsT | 0952 | 1'0¥T | 095z | T0¥T | 0°9se | 0°9se | 0°9se | 095z | 095z | 0'9sT | 0952 | 0'95T | 09z | T'0¥T | 09sT | 0°9se | 0°9se | 0°9se | 001
0'%ST | 0952 | 10¥T | 095z | T0¥T | 095 | 0°9se | 0952 | 095z | 095z | 0'9sT | 0952 | 09T | 09<Z | 10¥T | 09sT | 0°9se | 0°9se | 0°9sT | 08
0'ST | 0952 | 1'0¥T | 09T | 10k | 0°9se | 0°9se | 095z | 095z | 0'9sT | 0'9sT | 095z | 0'9sz | 09sT | T0¥T | 0°9se | 0°9se | 0'9se | 0'9sT | OF
0%sT | 095z | 10¥T | 09z | T0¥T | 095t | 0°9se | 0952 | 095z | 095z | 0'9sT | 095z | 09z | 09<z | T0¥T | 09sT | 0°9se | 0°9se | 0°9sT | og
0'FST | 0952 | 1'0¥T | 095z | T0¥T | 0°9se | 0°9se | 0°9se | 095z | 0'9sT | 0'9sT | 095z | 09T | 09<z | T0¥T | 09sT | 0°9se | 0°9se | 0'9se | 0T
0%sT | 095z | 10¥Z | 095z | T0%T | 095t | 0°9se | 0°95e | 095z | 095z | 0'9sT | 095z | 09z | 09<z | T0¥T | 09sT | 0°9se | 0°9se | 0°9sT | 0T
weapy | xepy | upy 90 LSt [ owt [ oer [ et [ wr | ot | 60 | 80 | 20 [ 90 [ e [ 50 | g0 [ 20 [ 10 |,

94g / Adonug Surssanc) Tenaeg

23



