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1 Introduction

1.1 About the attack
Attack Name: TA

Sender/Team: Anonymous

Institution: Anonymous

e Language: Matlab

Operating system: Linux

Attacked subkey: 0

1.2 About the evaluation

e Date of evaluation: December 2014
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Number of traces | Global Success Rate
10 0.12
20 0.94
30 0.94
40 1.00
50 1.00

100 1.00
200 1.00
300 1.00
400 1.00
500 1.00
600 1.00
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900 1.00
1000 1.00




Partial Success Rate

Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #1

- 1 1 1 1 1 1 1 1 1 =
0 100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Success Rate for Subkey Byte #2
T -
= 1 1 1 1 1 1 1 1 1 =
0 100 200 300 400 500 600 700 800 900 1000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #3

Number of traces

\
1 1 1 1 1 1 1 1 1 =
100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Success Rate for Subkey Byte #4
\
\
= 1 1 1 1 1 1 1 1 1 =
0 100 200 300 400 500 600 700 800 900 1000



Partial Success Rate

Partial Success Rate

0.8

0.6 |+

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #5

7 T T T T T T T T T
\
\
1 1 1 1 1 1 1 1 1 =
100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Success Rate for Subkey Byte #6
= T T T T T . . . .
\
H
|
E 1 1 1 1 1 1 1 1 1 =
0 100 200 300 400 500 600 700 800 900 1000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6 |+

0.4

0.2

Partial Success Rate for Subkey Byte #7

F T T T T T T T T T
\
\
1 1 1 1 1 1 1 1 1 =
100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Success Rate for Subkey Byte #8
\
= 1 1 1 1 1 1 1 1 1 =
0 100 200 300 400 500 600 700 800 900 1000

Number of traces



Partial Success Rate

Partial Success Rate

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #9

F T T T T T T T T T
\
|
1 1 1 1 1 1 1 1 1 =
100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Success Rate for Subkey Byte #10
_W ‘ T T T T T . . . .
|
U
i i
E 1 1 1 1 1 1 1 1 1 =
0 100 200 300 400 500 600 700 800 900 1000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6 |+

0.4

0.2

Partial Success Rate for Subkey Byte #11

1 1 1 1 1 1 1 1 1 =
100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Success Rate for Subkey Byte #12
= T T T T T T T T T
|
|
\
1 1 1 1 1 1 1 1 1 =
100 200 300 400 500 600 700 800 900 1000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6 |+

0.4

0.2

0.8

0.6

04

0.2

Partial Success Rate for Subkey Byte #13

Number of traces

10

1 1 1 1 1 1 1 1 1 =
100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Success Rate for Subkey Byte #14
= T T T T T T T T T
\
‘l
‘h
.Y, -
L 1 1 1 1 1 1 1 1 1 =
0 100 200 300 400 500 600 700 800 900 1000



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #15

Number of traces

11

.Y, —
1 1 1 1 1 1 1 1 1 =
100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Success Rate for Subkey Byte #16
\
\
- 1 1 1 1 1 1 1 1 1 =
0 100 200 300 400 500 600 700 800 900 1000



Partial Success Rate

Partial Success Rate

0.8

0.6 |

0.4

0.2

0.6

0.4 |r

0.2

Partial Success Rate for Subkey Bytes #1 to #8

— | | | | | | | | | -
0 100 200 300 400 500 600 700 800 900 1000
Number of traces
01 — 02 03— 04— 05 06 07 — 08 ———
Partial Success Rate for Subkey Bytes #9 to #16

m

\\f

D

|

| | | | | | | | |

0 100 200 300 400 500 600 700 800 900 1000

Number of traces
09 — 10 M1 — 12 —— 13 14 15 — 16 ———

12



00T | 00T | 00T [ 00T |00 [00T[00T 00T |00T[00T][ 00T |00 [00T][00T |00 [007T][00T|00T |00 | 0001
00T | 00 | 00 [ 00T |00 [00T[00T 00T |00 [00T][ 00T |00 [007T][00T |00 [00T][00T|00T[00T | 006
00T | 00T | 00T [ 00T |00 [00T]00T 00T |00T]|007T]00T|00T[007T]00T]|00T[00T][00T 00T [00T | 008
00T | 00 | 00T [ 00T |00 |00 [00T ] 00T |00 [007T][00T |00 [007T][00T 00T [00T]|00T 00T |00T |00z
00T | 00T | 00T [ 00T |00 [00T]00T 00T |00T][00T]00T|00T[00T]00T]|00T[00T][00T 00T [00T | 009
00T | 00 | 00T [ 00T |00 [00T[00T 00T |00T|00T][ 00T |00 [007T][ 00T |00 [00T[00T|00T |00 | 008
00T | 00T | 00T [ 00T |00 [00T[00T]00T |00 [00T][00T |00 [00T][00T]00T[00T]|00T]00T]|00T | 00F
00T | 00 | 00T [ 00T |00 [00T[00T 00T |00T|00T][ 00T |00 [007T] 00T |00 [00T[00T|00T |00 | 00€
00T | 00T | 00T [ 00T |00 [00T[00T]00T |00 [00T][00T |00 [007T][00T]00T[00T]|00T]007T]|00T |00z
00T | 00 | 00T [ 00T |00 [00T[00T ] 00T |00 [007T][00T |00 [00T][00T 00T [00T|00T|00T | 00T | 00T
00T | 00T | 00T [ 00T |00 [00T[00T] 00T |00 [007T][00T |00 [00T][00T]00T[00T]|00T]00T]|00T|0s
00T | 00 | 00T [ 00T |00 [00T[00T ][00 |00 [007T][00T |00 [00T[00T 00T |00T|00T]|00T | 00T |0F
00T | 00T | %60 [ 00T | 00T [ 00T [ 00T [ 00T |00 |#60][ 00T | 00T [007T[00T] 00T [00T|00T]00T 00T |o0€
00T | 00T | #6'0 [ 00T | 00T [ 00T [ 00T | 00T | %60 | 00T [ 00T | 00T [ 00T [ 00T | 00°L [ 00T | 00T | 00°T | 00T | 0T
£80 | 001 | 620880 | 180|180 | %60 | 180 | 880 [ G20 | %60 | 880 | 540 | 880 | #6'0 | 880 | 00T | 00T | 520 | 01
weapy | xepy | upy 9L LSt L vt [ et [ et [ o ot |60 | 80 | 20 9 [co [0 [c[el[10]g,,

A14g / 9yey SS900NG [enIeJ

13



Partial Guessing Entropy

Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #1

Number of traces

14

kﬂ V I V 1 1 1 1 1 1
0 100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Guessing Entropy for Subkey Byte #2
N T T T T T T T T T ]
\ I ) ] ] ] ] ] ] ] ] ]
0 100 200 300 400 500 600 700 800 900 1000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #3

Number of traces

15

0 100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Guessing Entropy for Subkey Byte #4
N T T T T T T T T T ]
0 100 200 300 400 500 600 700 800 900 1000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #5

Number of traces

16

\” B I V 1 1 1 1 1 1 VI I V
0 100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Guessing Entropy for Subkey Byte #6
N T T T T T T T T T ]
‘L\ V I V 1 1 1 1 1 1 1 1 ]
0 100 200 300 400 500 600 700 800 900 1000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #7

Number of traces

17

0 100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Guessing Entropy for Subkey Byte #8
N T T T T T T T T T ]
[ 4
\ 1 1 1 1 1 1 1 1 1
0 100 200 300 400 500 600 700 800 900 1000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #9

Number of traces

18

0 100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Guessing Entropy for Subkey Byte #10
N T T T T T T T T T ]
\
s\” V I V 1 1 1 1 1 1 1 1 ]
0 100 200 300 400 500 600 700 800 900 1000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #11

‘\K B I V 1 1 1 1 1 1 1 1
0 100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Guessing Entropy for Subkey Byte #12

N T T T T T T T T T ]

|

‘\” I V 1 1 1 1 1 1 1 1 ]

0 100 200 300 400 500 600 700 800 900 1000

Number of traces

19



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #13

0 100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Guessing Entropy for Subkey Byte #14
N T T T T T T T T T ]
- i
0 100 200 300 400 500 600 700 800 900 1000

Number of traces

20



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #15

Number of traces

21

0 100 200 300 400 500 600 700 800 900 1000
Number of traces
Partial Guessing Entropy for Subkey Byte #16
N T T T T T T T T T ]
\” I V 1 1 1 1 1 1 1 1 ]
0 100 200 300 400 500 600 700 800 900 1000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Bytes #1 to #8

0 100 200 300 400 500 600 700 800 900 1000
Number of traces
01 — 02 03— 04— 05 06 07 — 08 ———
Partial Guessing Entropy for Subkey Bytes #9 to #16
r T T T T T T T T T ]
0 100 200 300 400 500 600 700 800 900 1000
Number of traces
09 — 10 11— 12 —— 13 14 15— 16 ———

22



or [or ot forforfor|[or|[orfor|or|[or|ot|or|[or|or|or][or[or|otT]| o001
or [ or ot forf[orforf[or|[orfor[or|[or|or|or|[or|or|or|[or|[or|oT]| 006
or ot ot forforforforforfor|or|or|ot|or|[or|or|or|or|or|ot]oo08
or ot ot for|or|orfor|or|or|or|orfor|or|[or|or|or|or|or]|or] ooz
o1 [or ot forforforforforfor|or|[or]ot|or|[or|or|or|or|or|oT]|009
or [ or ot for|orforfor|[or|or|or|[or|ot|or|[or|or|or|[or|or|oT]o00s
or ot ot forfor|orforforfor|or|orforlor|[or|or|or|or|or]|or]oor
or [ or ot forforforfor|or|or|or|[or|ot|or|[or|or|or|or|or|ot]ooe
o1 ot ot forfor|orforforforforforforlor|or|orlor|or|or]or]ooe
or | or ot for|or|orfor|or|or|or|or|or|or|[or|or|or|or|or]|or]oor
or ot lorforfor|orforforfor]or|orfor|or|or|orlor|or|or]|or]os
or | or ot forfor|orfor|or|or|or|or|or|or|[or|or|or|or|or|or]or
or [ rr ot forforforforforfor|[rrforforlor|forforlor|or|or]|or]oe
or | gt ot forfor|orfor|or|st|or|or|or|or|[or|or|or|or|or|or]oz
o1 | gs ot [rrfzr|sr|[grfer|ss|or|[rr|ri|or|zr|evr|cr|or|or|¥I]or
weapy | xepy |y |20 LSt vt lerfer[rrforleo]solzoloofg[vo]eolzolt0]q,,,

4g / Adonyug Sursseno) renie

23



