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1 Introduction

1.1 About the attack

Sender/Team: Benoit Gérard, Nicolas Veyrat-Charvillon

Institution: UCL

Language: C++

Attacked subkey: 10

1.2 About the evaluation
¢ Date of evaluation: August 2012

2 Global Success Rate

Global Success Rate

0.6 | _

Global Success Rate

0.2 -

0 &= 1 1 1 1 1 1 1 1 1 E
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces







Number of traces | Global Success Rate
10 0.00
20 0.00
30 0.00
40 0.00
50 0.00
100 0.00
200 0.00
300 0.00
400 0.00
500 0.00
1000 1.00
2000 1.00
3000 1.00
4000 1.00
5000 1.00
10000 1.00
15000 1.00
20000 1.00




Partial Success Rate

Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #1

—— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #2
—— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #3

— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #4
— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #5

— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #6
j 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #7

— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #8
— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #9

— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #10
— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #11

—— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #12
—— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #13

—— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #14
—— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces

10



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

Partial Success Rate for Subkey Byte #15

— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #16
j 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces

11



Partial Success Rate

Partial Success Rate

0.8

0.6

0.4

0.2

0.8

0.6

0.4

0.2

0

Partial Success Rate for Subkey Bytes #1 to #8

— 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
01 — 02 03— 04— 05 06 07 — 08 ———
Partial Success Rate for Subkey Bytes #9 to #16
: 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
09 — 10 11— 12 —— 13 14 15— 16 ———

12



Partial Success Rate

0.8

0.6

0.4

0.2

0

Partial Success Rate for Subkey Bytes #1 to #16

:‘ 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
01 — 08 —— 05 07 — 09 ——— 11 13 — 15
02 04 — 06 08 10 12 14 16 —

13



00T | 00T | 00T | 00T | OO'T | OO'T | OOT | OO'T | OOT | OOT | 00T | OOT | OOT | OO'T | OO'T | OO'T | 00T | OO'T | OO'T | 000OC
00T | 00T | 00T | 00T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | 00T | OO'T | OO'T | OO'T | OO'T | 0O00ST
00T | 00T | 00T | OOT | OOT | OO'T | OO'T | OO'T | OOT | OOT | OO'T | OO'L | OOT | OOT | OOT | OOT | OOT | OOT | OO'T | 0000T
00T | 00T | 00T | 00T | 0O'T | OO'T | OOT | 00T | OOT | OOT | 00T | OOT | OOT | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | 000S
00T | 00T | 00T | 00T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | 00O¥
00T | 00T | 00T | OOT | 00T | OOT | OOT | 00T | OOT | OOT | 00T | OOT | OOT | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | 000E
00T | 00T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | 00OC
00T | 00T | 00T | OOT | 00T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | 00T | OO'T | OO'T | OOOT
00’0 | €00 | 000 | €00 | 00°0 | 000 | OO0 | OO0 | 000 | OOO | OO0 | 000 | OO0 | €00 | 000 | 000 | OO0 | 000 | 000 | 00S
000 | €00 | 000 | €00 | 000 | 000 | 000 | 000 | 000 | OO0 | OO0 | OO0 | OO0 | €00 | OO0 | OO0 | OO0 | OO0 | OO0 | OOF
00’0 | €00 | 000 | €00 | 000 | 000 | OO0 | 000 | 000 | OO0 | 000 | 000 | OO0 | €00 | 000 | 000 | OO0 | 000 | 000 | 0O0O€
000 | €00 | 000 | €00 | 00°0 | 000 | OO0 | OO0 | 000 | OO0 | OO0 | 000 | OO0 | €00 | 000 | 000 | OO0 | 000 | 000 | 0OOC
000 | €00 | 000 | €00 | 000 | 000 | 000 | 000 | OO0 | OO0 | OO0 | OO0 | OO0 | €00 | OO0 | OO0 | OO0 | OO0 | OO0 | OOT
00’0 | €00 | 000 | €00 | 00°0 | 000 | OO0 | 000 | 000 | OO0 | OO0 | 000 | OO0 | €00 | 000 | 000 | OO0 | 000 | 000 | 0
000 | €00 | 000 | €00 | 000 | 000 | 000 | OO0 | OO0 | OO0 | OO0 | OO0 | OO0 | €00 | 000 | 000 | 000 | 000 | 000 | OF
000 | €00 | 000 | €00 | 000 | 000 | 00O | OO0 | OO0 | OO0 | OO0 | OO0 | OO0 | €00 | OO0 | OO0 | OO0 | OO0 | 000 | O€
00'0 | €00 | 000 | €00 | 00°0 | 000 | OO0 | 000 | 000 | OO0 | OO0 | 000 | OO0 | €00 | 000 | 000 | OO0 | 000 | 000 | OC
000 | €00 | 000 | €00 | 000 | 000 | 000 | 000 | OO0 | OO0 | OO0 | OO0 | OO0 | €00 | OO0 | OO0 | OO0 | 000 | 000 | OT
weo | Xe | umy 91 ql 4! €l cl 11 01 60 80 20 90 <0 ¥0 €0 <0 10 sooeI]

94g / ayey sse00ng [enae

14



Partial Guessing Entropy

Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #1

Number of traces

15

b u
L 1 1 1 1 1 1 1 1 1
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Guessing Entropy for Subkey Byte #2
N T T T T T T T T T ]
L ] ] ] ] ] ] ] ] ]
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #3

Number of traces

16

0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Guessing Entropy for Subkey Byte #4
N T T T T T T T T T ]
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #5

Number of traces

17

0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Guessing Entropy for Subkey Byte #6
N T T T T T T T T T ]
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #7

Number of traces

18

0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Guessing Entropy for Subkey Byte #8
N T T T T T T T T T ]
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #9

Number of traces

19

0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Guessing Entropy for Subkey Byte #10
N T T T T T T T T T ]
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #11

Number of traces

20

0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Guessing Entropy for Subkey Byte #12
N T T T T T T T T T ]
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #13

Number of traces

21

0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Guessing Entropy for Subkey Byte #14
N T T T T T T T T T ]
|
L | | | | | | | | | ]
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #15

Number of traces

22

0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Guessing Entropy for Subkey Byte #16
N T T T T T T T T T ]
|
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000



Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Bytes #1 to #8

1 1 1 1 1 1 1 1 1
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
01 — 02 03— 04— 05 06 07 — 08 ———
Partial Guessing Entropy for Subkey Bytes #9 to #16
r T T T T T T T T T ]
||
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
09 — 10 11— 12 —— 13 14 15— 16 ———

23



Partial Guessing Entropy

250

200

150

100

Partial Guessing Entropy for Subkey Bytes #1 to #16

0

2000 4000 6000
01 —— 08 —— 05
02 04 — 06

8000 10000 12000 14000
Number of traces

07 — 09 ——— 11

08 10 12

24

16000

18 —
14

18000 20000

15
16 —



0T 0T 0T | 01 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T | 0000¢
01 01 0T | 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 0T | 000ST
01 01 0T | 01 01 01 01 01 0T 0T 01 01 01 01 01 01 0T 0T 0T | 00001
0T 0T 0T | 01 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T | 000S
01 01 0T | 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 0T | 000%
0T 0T 0T | 01 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T 0T | 000€
0T 01 0T | 01 01 0T 0T 0T 0T 0T 01 01 01 0T 0T 0T 0T 0T 0T | 000C
01 01 0T | 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 0T | 0001
6'€Cl | €CPL | €68 | €68 | 90CT | 8'TPL | £9¢T | TICL | TIPL | €TIT | TSIT | 9CCT | 8'SCT | €'TIT | 9£€T | 9FCL | €¢PL | 9°8CT | TCIT | 009
6'cCl | €Vl | €68 | €68 | 90¢T | 8'IVL | £L9¢€T | TTICL | TTI¥L | €111 | TSIT | 9°¢CL | 8'GCL | €T1T | 94€1 | 9%l | €¢¥L | 9°8¢T | T¢Il | 00%
6l | €Cvl | €68 | €68 | 90T | &IPL | £L9€T | TICL | CT¥L | €TIT | TGIT | 9°¢CL | 8'GCL | €11 | 94€T | 9%CL | €¢¥L | 9°8CT | CCIT | 00€
6'€Cl | €CPT | €68 | €68 | 90CT | 8'TPL | £9¢€T | TICL | TIPL | €111 | TGIT | 9CCT | 8'SCT | €TIT | 9L€T | 9FCT | €¢PL | 9°8CL | TCIT | 00C
6'CCl | €Vl | €68 | €68 | 90CT | 8'IFL | £L9€T | CTICL | TTI¥L | €111 | TSIT | 9°CCL | 8'Gcl | €LIT | 94€T | 9%l | €¥l | 98¢l | T¢Il | 001
6'€Cl | €CPL | €68 | €68 | 90CT | 8TVL | £9¢T | TICL | TTI¥L | €TIT | CSIT | 9°CCT | 8'SCT | €TIT | 94CT | 9FCL | €¢¥l | 98¢ | TEIT | 09
6'cCl | €TVl | €68 | €68 | 90T | 8'IVL | £L9¢T | TTICL | TI¥L | €111 | TSIT | 9°CCL | 8'GCL | €111 | 94€1 | 9%l | €¢¥1 | 98¢T | T¢Il | OF
6'C€Cl | €Vl | €68 | €68 | 90¢T | &'IVL | £L9€T | TICL | TT¥L | €111 | TGIT | 9°¢CL | 8'GCL | €11 | 94€1 | 9%l | €¢¥L | 98CT | CCIl | O€
6'€Cl | €CPL | €68 | €68 | 90CT | 8TVL | £9¢T | TICL | TT¥L | €TIT | CSIT | 9°CCT | 8GCT | €TIT | 94CT | 9FCL | €¢VI | 98¢ | TEIT | 0C
6'cCl | €Vl | €68 | €68 | 90CT | 8'I¥L | £L9¢€T | TTICL | TTI¥L | €111 | TSIT | 9°CCL | 8G¢l | €TIT | 94€T | 9%l | €C¥L | 98¢l | T¢CIT | OT
weopy | xeN | win 91 Sl 4! €l 4} 1T 01 60 80 Z0 90 <0 70 €0 <0 10 sooeI]

94g / Adonyug Surssenc) rente]

25



