Evaluation results

DPA contest v2
July 2011

1 Introduction

1.1 About the attack
Attack Name: Stochastic approach

Sender/Team: Annelie Heuser, Michael Kasper, Werner Schindler, Marc Stottinger

Institution: CASED (research group CASCADE); TU Darmstadt, Fraunhofer SIT, Bunde-
samt fiir Sicherheit in der Informationstechnik (BSI)

Language: Matlab

Attacked subkey: 10

1.2 About the evaluation

e Date of evaluation: July 2011
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Number of traces | Global Success Rate
10 0.00
20 0.00
30 0.00
40 0.00
50 0.00
100 0.00
200 0.00
300 0.00
400 0.00
500 0.00
1000 0.00
2000 0.00
3000 0.06
4000 0.28
5000 0.59
10000 1.00
15000 1.00
20000 1.00
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Partial Success Rate for Subkey Byte #1
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Partial Success Rate for Subkey Byte #3
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Partial Success Rate for Subkey Byte #5
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Partial Success Rate for Subkey Byte #7
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Partial Success Rate for Subkey Byte #9

1F T T T T T T T
(4“
\
N
08 b 1
) ,ﬂ
J
|
|
0.6 /\\“J i
|
/
r‘
|
04 | .
il
I
|
J
0.2 —/ .
0L 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #10
1F T T T T T T T T T
|
‘U’
|
W
|
0.8 8
]
d
J
o6 | _
|
|
|
e‘
04t [ .
N
J
|
02 .
[
0L 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces



Partial Success Rate for Subkey Byte #11
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Partial Success Rate for Subkey Byte #13
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Partial Success Rate for Subkey Byte #15
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Partial Success Rate for Subkey Bytes #1 to #8
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Partial Success Rate for Subkey Bytes #1 to #16
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Partial Guessing Entropy for Subkey Byte #1
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Partial Guessing Entropy for Subkey Bytes #1 to #8
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Partial Guessing Entropy for Subkey Bytes #1 to #16
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