DPA Contest v2
Evaluation results

Reference attack

November 2010

1 Introduction

1.1 About the attack
e Attack Name: Template attack v2
Sender/Team: Aziz El Aabid

Institution: Télécom ParisTech, France

Language: C++

Operating system: Linux

Attacked subkey: 10

1.2 About the evaluation

e Date of evaluation: November 2010
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Number of traces | Global Success Rate
10 0.00
20 0.00
30 0.00
40 0.00
50 0.00
100 0.00
200 0.00
300 0.00
400 0.00
500 0.00
1000 0.00
2000 0.31
3000 0.41
4000 0.47
5000 0.56
10000 0.56
15000 0.56
20000 0.59
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Partial Success Rate for Subkey Byte #3
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Partial Success Rate for Subkey Byte #5
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Partial Success Rate for Subkey Byte #7

1F T 7 T T T T T T T T
o
f
|
0.8 - ‘1 _
!
0.6 | | -
|
[
|
0.4 | -
0.2 H
|
I
0 1 1 1 1 1 1 1 1 1
2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #8
1F T T T T T T T T T
wooa)
“Aﬁ \\/JMJ
|
M
0.8 -/) -
U
\
] f
N
g o6} .
[}
[%9)
[
8 |
>
3 |
©
€ 04F | -
© |
o [
(J
0.2 -
|
|
U
0L 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces



Partial Success Rate

Partial Success Rate

Partial Success Rate for Subkey Byte #9
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Partial Success Rate for Subkey Byte #11
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Partial Success Rate for Subkey Byte #13
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Partial Success Rate for Subkey Byte #15
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Partial Success Rate for Subkey Bytes #1 to #8
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Partial Success Rate for Subkey Bytes #1 to #16
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Partial Guessing Entropy for Subkey Byte #9
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