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1 Introduction

1.1 About the attack

• Sender/Team: Edgar Mateos

• Institution: Electrical and Computer Engineering Department, University of Waterloo

• Language: Matlab

• Attacked subkey: 10

1.2 About the evaluation

• Date of evaluation: August 2010
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Number of traces Global Success Rate
10 0.00
20 0.00
30 0.00
40 0.00
50 0.00

100 0.00
200 0.00
300 0.00
400 0.00
500 0.00

1000 0.00
2000 0.00
3000 0.00
4000 0.00
5000 0.00

10000 0.19
15000 0.44
20000 0.59
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3 Partial Success Rate

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #1

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #2

4



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #3

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #4

5



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #5

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #6

6



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #7

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #8

7



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #9

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #10

8



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #11

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #12

9



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #13

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #14

10



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #15

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Byte #16

11



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Bytes #1 to #8

01 02 03 04 05 06 07 08

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Bytes #9 to #16

09 10 11 12 13 14 15 16

12



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  2000  4000  6000  8000  10000  12000  14000  16000  18000  20000

P
ar

tia
l S

uc
ce

ss
 R

at
e

Number of traces

Partial Success Rate for Subkey Bytes #1 to #16

01
02

03
04

05
06

07
08

09
10

11
12

13
14

15
16

13



Tr
ac

es
Pa

rt
ia

lS
uc

ce
ss

R
at

e
/

By
te

M
in

M
ax

M
ea

n
01

02
03

04
05

06
07

08
09

10
11

12
13

14
15

16
10

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
03

0.
00

20
0.

00
0.

00
0.

00
0.

00
0.

00
0.

03
0.

00
0.

00
0.

00
0.

00
0.

00
0.

00
0.

00
0.

00
0.

00
0.

03
0.

00
0.

03
0.

00
30

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
03

0.
00

40
0.

00
0.

00
0.

00
0.

00
0.

00
0.

03
0.

00
0.

00
0.

00
0.

00
0.

00
0.

00
0.

00
0.

00
0.

00
0.

03
0.

00
0.

03
0.

00
50

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
03

0.
00

10
0

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
03

0.
00

20
0

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
03

0.
00

30
0

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
03

0.
00

40
0

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
03

0.
00

50
0

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
00

0.
03

0.
00

0.
03

0.
00

10
00

0.
06

0.
09

0.
06

0.
12

0.
06

0.
19

0.
22

0.
03

0.
12

0.
41

0.
03

0.
22

0.
12

0.
03

0.
12

0.
03

0.
03

0.
41

0.
12

20
00

0.
19

0.
22

0.
25

0.
41

0.
19

0.
66

0.
41

0.
25

0.
25

0.
81

0.
22

0.
62

0.
28

0.
06

0.
16

0.
25

0.
06

0.
81

0.
33

30
00

0.
25

0.
34

0.
41

0.
69

0.
28

0.
94

0.
75

0.
41

0.
47

1.
00

0.
38

0.
84

0.
41

0.
25

0.
31

0.
69

0.
25

1.
00

0.
53

40
00

0.
31

0.
53

0.
47

0.
88

0.
47

1.
00

0.
94

0.
53

0.
44

1.
00

0.
66

0.
97

0.
50

0.
38

0.
47

0.
69

0.
31

1.
00

0.
64

50
00

0.
44

0.
66

0.
62

0.
88

0.
50

1.
00

0.
94

0.
72

0.
53

1.
00

0.
75

0.
97

0.
62

0.
53

0.
50

0.
88

0.
44

1.
00

0.
72

10
00

0
0.

66
0.

97
1.

00
1.

00
0.

69
1.

00
1.

00
1.

00
0.

81
1.

00
0.

94
1.

00
0.

88
0.

88
0.

91
1.

00
0.

66
1.

00
0.

92
15

00
0

0.
69

1.
00

1.
00

1.
00

0.
78

1.
00

1.
00

1.
00

0.
88

1.
00

1.
00

1.
00

0.
94

0.
97

1.
00

1.
00

0.
69

1.
00

0.
95

20
00

0
0.

78
1.

00
1.

00
1.

00
0.

88
1.

00
1.

00
1.

00
0.

81
1.

00
1.

00
1.

00
0.

97
1.

00
1.

00
1.

00
0.

78
1.

00
0.

96

14



4 Partial Guessing Entropy
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