Evaluation results

DPA contest v2
September 2010

1 Introduction

1.1 About the attack
e Attack Name: B
e Sender/Team: Antoine Wurcker
o Institution: UNILIM: Faculte des Sciences et Techniques de Limoges
e Language: C++

o Attacked subkey: 10

1.2 About the evaluation

e Date of evaluation: August 2010
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Number of traces | Global Success Rate
10 0.00
20 0.00
30 0.00
40 0.00
50 0.00
100 0.00
200 0.00
300 0.00
400 0.00
500 0.00
1000 0.00
2000 0.00
3000 0.00
4000 0.00
5000 0.03
10000 0.47
15000 0.66
20000 0.69
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Partial Success Rate for Subkey Byte #13
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Partial Success Rate for Subkey Bytes #1 to #8
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250

200

150

100 M

50

2000 4000 6000
01 —— 03 — 05
02 04 — 06

10000

12000

8000 14000 16000 18000 20000
Number of traces

07 — 09 — 11 13 — 15

08 10 12 14 16 ——

24



0T 4" 0T 0T 0T 0T 0T 0T 0T 0T 4" 0T 0T 0T 0T 0T 0T 0T T'T | 0000C
01 <l 01 01 01 01 01 01 01 01 'l 01 01 01 48 01 01 01 <1 | 000ST
1’1 L1 01 01 [ 01 ¢l 01 Cl 0T Cl 01 01 'l L1 01 0T 0T 91T | 00001
€7 89 0T 4" €€ 0T 1¢C €1 LT 0T 0¢ 0€¢ 11 0T 89 L'l €7 a1 9% | 000
6'¢C ¢l 01 Vi g9 01 ¢ €1 6'¢ 01 [4°) 9'8 'l 01 1l ¥l 09 8¢ 9/ | 000%
|4 4] 0T 0¥y 08T 0T e 0¢ 9/ 0T a8 691 8T 12 41! 9'¢ 8/ 8/ O0TT | 000€
891 1'6¢ 01 09 1'6¢ 0T 0€t '8 8'CC €1 6'cl | 97C €L 14 9%c | €01 | Z'6C | Lt | T6L | 000
0¢y 6L ¥9 €6C | CT6L 79 LSy | GTIC | 948 | €91 | 98C | V4V | TV | 80C | 048 | 0SE | 979 | <6 | T9% | 0001
8€sL | VIIL | ¥V | ¥eL | VIIL | 9V | €68 | ¥99 | 006 | ¥'9v | 919 | 999 | T¥Z | 889 | 064 | 479 | €68 | 6C0T | %2 | 009
£C8 | ¢Scl | TTS | ¥89 | TGCl | €65 | €98 | T'19 | 848 | T'1S | ¥4 | €84 | £04 | 999 | €901 | 0¢Z | ¥'10T | TIIT | T'Z0T | OOF
166 | 89¢l | 289 | 698 | 89¢l | TZL | S¢6 | £89 | T80T | €18 | 048 | €C6 | C€8 | I¥8 | TOIL | 666 | £SOT | 00T | T'ZIT | 00€
V0T | 80€T | ¢6Z | 60IT | 6'8CT | ¥¥8 | 8°C¢OT | 0°00T | €80T | 696 | OCIT | ¥'I0T | O'ICT | T°COT | €¥0T | €64 | ¥'Z0T | 8'0€T | ¥'SCT | 00C
€6IL | 8Vl | £'96 | 89CL | S'6C1 | £S6 | 996 | 980T | ¥9IL | T'OLT | T'eel | §'€Cl | T8IL | ¥'ELL | 99¢1 | OZIT | §GCL | 0°CEL | 8F¢cl | 00T
ICCl | TCVL | 9%6 | OF0T | 88ET | LSTT | 9%6 | 9CEl | S°CIT | ¥'I€T | ¢9¢T | T'¢vl | £ZT1 | €611 | £€Cl | 8801 | Z8TT | 0°SET | 0'€El | 09
9'8Cl | 9°9¥I | TCIT | €8IL | ¥¥¥L | 89¢T | TCIL | ¥'6CT | ¥0EL | 1°9¢T | 0°0CT | 8'6€T | 6911 | ¥'6cl | G'¢ccl | SFIT | 69C1 | 8Tl | 99¥1 | OF
VACL | 1961 | #'11T | #'IIL | 98€T | 6'Scl | T°GCL | 0°CEL | 8'GCl | ¢l | 6'1¢L | T°CEL | 8611 | £'8¢l | ¢ecl | O°GIT | #9¢1 | T'€Cl | 1941 | O€
P'acl | €¢ST | 9CIT | £2°¢CT | 6'1CT | S°0CT | 88T | T'OCT | 6'ICT | 9FCL | 6'SCT | C0CcT | O°CTT | C¥Cl | ¥'¥CL | 9°CIT | Z911 | T9IT | €¢aT | 0C
00€T | S°0ST | 6901 | 8ZET | €GIT | GCIT | €41 | TCPL | O°Z¥L | §°0€T | 89T | S°0ST | £'QTL | £°¢¥L | 6901 | OZ¥1 | ¥'SCL | O°ZIT | S'TIT | OT
weay | xey | umy 91 Sl 4! €l 4} 11 01 60 80 Z0 90 <0 70 €0 <0 10 sooeI]

a4g / Adonug Surssenc) renre

25



