Evaluation results

DPA contest v2
August 2010

1 Introduction

1.1 About the attack
o Attack Name: 7F
e Sender/Team: Matthieu Walle
o Institution: Thales Communications, France
e Language: C#
o Attacked subkey: 10

1.2 About the evaluation
¢ Date of evaluation: August 2010
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Number of traces | Global Success Rate
10 0.00
20 0.00
30 0.00
40 0.00
50 0.00
100 0.00
200 0.00
300 0.00
400 0.00
500 0.00
1000 0.00
2000 0.00
3000 0.00
4000 0.06
5000 0.19
10000 0.88
15000 0.97
20000 0.94
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Partial Success Rate for Subkey Byte #1

1 ~ T T T T T T T T T —
/ \ V- /—“v r
\ /\JU \ J o/ N m\
|
A
/”/
0
06 |- L -
P
[
|
A
0.4 / y U .
|
M/J
L
|
02+ | .
¥
/
/
‘N
0 -ZW 1 1 1 1 1 1 1 1 1 =
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Success Rate for Subkey Byte #2
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Partial Success Rate for Subkey Byte #5
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Partial Success Rate for Subkey Byte #7
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Partial Success Rate for Subkey Byte #9
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Partial Success Rate for Subkey Byte #10
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Partial Success Rate for Subkey Byte #11
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Partial Success Rate for Subkey Byte #13
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Partial Success Rate for Subkey Byte #15
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Partial Success Rate for Subkey Bytes #1 to #16

bRV \

T
m j\_f\_/\g

Partial Success Rate

0.8

0.6

0.4

0.2

0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
01 — 03 —— 05 07 09 11 13 15
02 —— 04 — 06 08 10 12 14 16 ——

13



00T | 00T | ¥6'0 | 00T | OO'T | OO'T | OO'T | OO'T | OO'T | OOT | 00T | OOT | OOT | OO'T | 00T | OO'T | 00T | O0'T | ¥6'0 | 0000C
00T | 00T | 260 | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | 260 | O0O'T | 00T | OO'T | 260 | 000ST
660 | 00T | ¥6'0 | 00T | 00T | Z6'0 | 00T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | OO'T | ¥6'0 | OO'T | OO'T | OO'T | ¥6'0 | 0OOOT
160 | 00T | 690 | 00T | 88°0 | 180 | 160 | 00T | T6'0 | 00T | T6'0 | 880 | 00T | 00T | 690 | 260 | ¥8°0 | 00'T | 180 | 000S
$8'0 | 00T | €90 | 00'T | 990 | 640 | 880 | 00'T | S£°0 | 00O'T | €20 | S2°0 | 00'T | OO'T | ¢9°0 | ¥6'0 | 18'0 | 88'0 | ¢9°0 | 000¥
020 | 00T | ¥%°0 | 880 | ¥%°0 | 050 | €90 | ¥6°0 | 990 | 00T | 990 | 990 | 260 | ¥6'0 | 050 | ¥8°0 | 650 | 99°0 | Z¥'0 | 000E
V0 | £6'0 | 610 | 6570 | 61°0 | €C0 | 050 | 8240 | 61°0 | £6'0 | ¥¥'0 | 1€0 | 990 | 180 | 1€0 | 990 | 1€°0 | 80 | 8C'0 | 000C
0C0 | Z¥0 | 000 | SC0 | 600 | 000 | 610 | #€0 | €00 | Z¥'0 | SC0 | C1'0 | 8C0 | €0 | 610 | ¢C'0 | 60°0 | CT'0 | 9T°0 | 000T
600 | 80 | 000 | 600 | 900 | 000 | €00 | 8C0 | €00 | 600 | 600 | €00 | 610 | 9T0 | 600 | CT'0 | 000 | 900 | 600 | 00S
Z00 | 9T°0 | 000 | 60°0 | 000 | 90°0 | €00 | 9T°0 | 000 | 60°0 | 9T°0 | 90°0 | CT°0 | 91°0 | 900 | 600 | €00 | €00 | 000 | 00F¥
¥0'0 | 9T°0 | 000 | €00 | €0°0 | €00 | 900 | 9T°0 | 000 | 000 | 900 | 000 | €00 | €00 | 90°0 | 600 | 000 | €00 | 000 | 00€
¥0'0 | 600 | 000 | €00 | €00 | 000 | 000 | 600 | 900 | €00 | 90°0 | 90°0 | €00 | €00 | 90°0 | €00 | 000 | €00 | €00 | 00C
100 | €00 | 000 | €00 | 000 | OO0 | €00 | €00 | 000 | 000 | 000 | 00O | €00 | OOO | OO0 | OOO | 00O | 00O | OO0 | OOT
00’0 | €00 | 000 | 000 | 000 | €00 | OO0 | 000 | 000 | OO0 | OO0 | 000 | OO0 | OO0 | OO0 | OO0 | OO0 | 000 | 000 | 09
000 | €00 | 000 | 000 | 000 | 000 | 000 | 000 | 000 | €00 | OO0 | OO0 | OO0 | OO0 | 000 | €00 | 000 | 000 | 000 | OF
000 | €00 | 00O | 000 | 000 | 000 | 000 | €00 | OO0 | OO0 | OO0 | OO0 | OO0 | OO0 | OO0 | €00 | OO0 | 000 | 000 | O€
00’0 | €00 | 000 | 000 | 000 | 000 | OO0 | OO0 | 000 | OO0 | OO0 | 000 | OO0 | OO0 | €00 | €00 | OO0 | 000 | 000 | OC
000 | €00 | 000 | 000 | €00 | 000 | 000 | 000 | OO0 | OO0 | OO0 | €00 | OO0 | OO0 | OO0 | OO0 | OO0 | 000 | 000 | OT
weo | Xe | umy 91 ql 4! €l cl 11 01 60 80 20 90 <0 ¥0 €0 <0 10 sooeI]

94g / ayey sse00ng [enae

14



Partial Guessing Entropy

Partial Guessing Entropy

Partial Guessing Entropy

250

200

150

100

50

250

200

150

100

50

Partial Guessing Entropy for Subkey Byte #1

N T T T T T T T T T ]
- i
I
|
|
|
|
|
|
|
|
_\ -
|
\
I
L L i
\/\"\/4\\
1 | 1 1 1 S 1 1
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000
Number of traces
Partial Guessing Entropy for Subkey Byte #2
N T T T T T T T T T ]
\
|
|
L i
I\
I
I
| \
L\
- \\/\ -
V 7>\;\‘*¥—,_L 1 1 B 1 - I 1 1 1 ]
0 2000 4000 6000 8000 10000 12000 14000 16000 18000 20000

Number of traces

15



Partial Guessing Entropy

Partial Guessing Entropy

Partial Guessing Entropy for Subkey Byte #3
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Partial Guessing Entropy for Subkey Byte #7
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Partial Guessing Entropy for Subkey Byte #8
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Partial Guessing Entropy for Subkey Byte #9
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Partial Guessing Entropy for Subkey Byte #10
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Partial Guessing Entropy for Subkey Byte #11
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Partial Guessing Entropy for Subkey Byte #12
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Partial Guessing Entropy for Subkey Bytes #1 to #16
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